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CCG Terms of Use from their website: 

 

CCG’s Terms of Use 

ATTENTION: PLEASE READ THESE TERMS OF USE ("TOU") BEFORE USING THIS WEBSITE 
("WEBSITE"). BY USING THIS WEBSITE, YOU AGREE TO THESE TERMS. IF YOU DO NOT 
ACCEPT THESE TERMS, PLEASE DO NOT USE THIS WEBSITE. BY USING THIS WEBSITE 
AFTER A NEW VERSION OF THE TOU HAS BEEN POSTED, YOU AGREE TO BE BOUND BY 
THE TERMS OF SUCH NEW VERSION. 

CANFIELD CYBERDEFENSE GROUP, A DIVISION OF CANFIELD CONSULTING GROUP, LLC, 
A MARYLAND LIMITED LIABILITY COMPANY (“CCG”) RESERVES THE RIGHT TO CHANGE 
THESE TERMS AT ANY TIME. CCG WILL POST ANY UPDATED VERSION OF THIS TOU ON 
THIS PAGE. ACCORDINGLY, YOU ARE ADVISED TO VISIT THIS PAGE TO REVIEW THE MOST 
CURRENT VERSION. 

THIS WEBSITE IS NOT INTENDED FOR USE BY CHILDREN UNDER THE AGE OF 13. BY 
USING THIS WEBSITE, YOU REPRESENT THAT YOU ARE AT LEAST 13 YEARS OLD. IF YOU 
ARE UNDER 13, PLEASE DO NOT USE THIS WEBSITE. 

 

Content 

All content included in or made available through the Website, such as text, graphics, 
logos, icons, images, sounds, music, digital downloads, data compilation, software, and 
documents, is the exclusive property of CCG or its content suppliers and is protected by 
the various applicable trade dress, copyright, trademark, patent, and other intellectual 
property and unfair competition laws in the United States and internationally (collectively, 
"Content"). All rights not expressly granted to you in this TOU are reserved and retained by 
CCG or its licensors, suppliers, publishers, rightsholders, or other content providers. 

 

Use of Website and Documents 

Permission to use documents  (such as white papers, press releases, datasheets, and 
FAQs) (the “Documents”) from the Website is granted, provided that (1) the below copyright 
notice appears in all copies and that both the copyright notice and this permission notice 
appear, (2) unless explicitly covered by another license or agreement, use of such 
Documents from the Website is for informational and non-commercial, personal use only 
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and will not be copied or posted on any network computer or broadcast in any media, and 
(3) no modifications of any Documents are made. Use for any other purpose is expressly 
prohibited by law and may result in severe civil and criminal penalties. Violators will be 
prosecuted to the maximum extent possible.  

Except with CCG’s express prior written permission, you may not use, reproduce, 
distribute, display, perform, publish, license, create derivative works from, transfer, or sell 
any information, software, products, or services obtained from this Website for any 
commercial purpose or for any purpose beyond your personal, non-commercial use. 

Documents specified above do not include the design or layout of Website or any other 
CCG owned, operated, licensed, or controlled site. Elements of CCG websites are 
protected by trade dress, trademark, unfair competition, and other laws and may not be 
copied or imitated in whole or in part. No logo, graphic, sound or image from the Website or 
any other CCG website may be copied or retransmitted unless expressly permitted by CCG. 

Notwithstanding anything to the contrary above, no license is granted herein expressly, 
impliedly, by estoppel, or otherwise under any patent, trade secret, trademark, copyright or 
other intellectual property of CCG or its licensors, suppliers, publishers, rightsholders, or 
other content providers. All rights not expressly granted are reserved by CCG or its 
licensors, suppliers, publishers, rightsholders, or other content provider. 

CCG, its respective suppliers, or both, make no representations about the suitability of the 
information contained in the documents and related graphics published as part of the 
services for any purpose. All such documents and related graphics are provided "as is" 
without warranty of any kind. CCG, its respective suppliers, or both, hereby disclaim all 
warranties and conditions with regard to this information, including all warranties and 
conditions of merchantability, whether express, implied or statutory, fitness for a particular 
purpose, title and non-infringement. In no event shall CCG, its respective suppliers, or 
both, be liable for any special, indirect or consequential damages, or any damages 
whatsoever resulting from loss of use, data, or profits, whether in an action of contract, 
negligence or other tortious action, arising out of or in connection with the use or 
performance of information available from the services. 

The documents and related graphics published on the services could include technical 
inaccuracies or typographical errors. Changes are periodically added to the information 
herein. CCG, its respective suppliers, or both may make improvements and/or changes in 
the product(s) and/or the program(s) described herein at any time. 
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Disclaimers 

THE MATERIALS PUBLISHED OR PROVIDED ON THIS WEBSITE ARE FURNISHED TO YOU 
“AS IS” AND WITHOUT WARRANTIES OF ANY KIND, WHETHER EXPRESS OR IMPLIED. TO 
THE FULLEST EXTENT PERMISSIBLE UNDER APPLICABLE LAW, CCG DISCLAIMS ALL 
WARRANTIES, EXPRESS OR IMPLIED, INCLUDING, WITHOUT LIMITATION, IMPLIED 
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE, TITLE, 
OR NON-INFRINGEMENT. CCG DOES NOT REPRESENT OR WARRANT THAT THE WEBSITE 
WILL BE UNINTERRUPTED OR ERROR-FREE, THAT DEFECTS WILL BE CORRECTED, OR 
THAT THE WEBSITE, ITS CONTENT OR THE SERVER(S) THAT SUPPORT THE WEBSITE ARE 
FREE OF VIRUSES OR OTHER HARMFUL COMPONENTS. CCG DOES NOT MAKE ANY 
WARRANTIES OR REPRESENTATIONS REGARDING THE USE OF THE CONTENT OF THE 
WEBSITE IN TERMS OF ITS COMPLETENESS, CORRECTNESS, ACCURACY, ADEQUACY, 
USEFULNESS, TIMELINESS, RELIABILITY OR OTHERWISE. 

SOME JURISDICTIONS DO NOT ALLOW THE EXCLUSION OF WARRANTIES, SO THE 
FOREGOING EXCLUSIONS MAY NOT BE APPLICABLE TO YOU. 

 

Limitation of Liability 

IN NO EVENT SHALL CCG OR ANY OTHER PARTY INVOLVED IN PRODUCING OR CREATING 
THIS WEBSITE BE LIABLE TO ANY PARTY FOR ANY DIRECT, INDIRECT, INCIDENTAL, 
SPECIAL, PUNITIVE, EXEMPLARY OR CONSEQUENTIAL DAMAGES OF ANY TYPE 
WHATSOEVER EVEN IF IT HAS BEEN PREVIOUSLY ADVISED OF THE POSSIBILITY OF SUCH 
DAMAGES, WHETHER IN AN ACTION UNDER CONTRACT, TORT, NEGLIGENCE, OR ANY 
OTHER THEORY, RELATED TO OR ARISING FROM THIS WEBSITE OR FROM ANY USE OF 
THIS WEBSITE, OR FROM ANY SITE OR RESOURCES LINKED TO, REFERENCED BY, OR 
ACCESSED THROUGH THIS WEBSITE, INCLUDING, WITHOUT LIMITATION, ANY LOST 
PROFITS, BUSINESS INTERRUPTION, LOST SAVINGS OR LOSS OF PROGRAMS OR OTHER 
DATA, EVEN IF CCG IS EXPRESSLY ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. TO 
THE FULLEST EXTENT PERMITTED BY APPLICABLE LAW, INCLUDING THE LAWS OF THE 
STATE OF MARYLAND, THE TOTAL LIABILITY OF CCG, WHETHER IN CONTRACT, 
WARRANTY, TORT (INCLUDING NEGLIGENCE), OR OTHERWISE, SHALL NOT EXCEED ONE 
HUNDRED DOLLARS ($100.00), EXCEPT FOR LIABILITY ARISING FROM GROSS 
NEGLIGENCE, WILLFUL MISCONDUCT, OR LIABILITY THAT CANNOT BE EXCLUDED OR 
LIMITED BY APPLICABLE LAW. 
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Links to Third Party Websites 

As a convenience, this Website may provide links to third party websites. CCG does not 
review or control and is thus not responsible for these third-party sites or their content. 
Such links should not be assumed to constitute an endorsement or recommendation by 
CCG. By clicking on any of these links, you are leaving the CCG’s Website and accessing 
these other websites at your own risk. 

 

Linking to This Website 

You may create links to this Website from other sites, provided that, without separate 
written permission, you do not use the CCG logo to create the link and do not present the 
link to this Website in a manner that it is associated with advertising or appears to be an 
endorsement by CCG of any organization, product or services. You agree that the link will 
not appear on a website that a reasonable person may consider obscene, defamatory, 
harassing, grossly offensive, or malicious. 

 

Security Solutions 

Any security solutions that are made available to download (the "Security Solutions") from 
the Website is the copyrighted work of CCG, its suppliers, or both. Use of the Security 
Solutions is governed by the terms of the end user license agreement (“EULA”), which 
accompanies or is included with the Security Solutions, or is posted on this Website. An 
end user will be unable to install any Security, unless the end user first agrees to the terms 
of the EULA. Third party scripts or code, linked to or referenced from this website, are 
licensed to you by the third parties that own such code, not by CCG. 

The Security Solutions are made available for download solely for use by end users 
according to the EULA. Any reproduction or redistribution of the Security Solutions not in 
accordance with the EULA is expressly prohibited by law and may result in severe civil and 
criminal penalties. Violators will be prosecuted to the maximum extent possible. 

Without limiting the foregoing, copying or reproduction of the Security Solutions to 
any other server or location for further reproduction or redistribution is expressly 
prohibited, unless such reproduction or redistribution is expressly permitted by CCG 
under a separate written agreement. 

Except as otherwise warranted in the EULA, CCG hereby disclaims all warranties and 
conditions with regard to the Security Solutions or other software available through 
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this Website, including all warranties and conditions of merchantability, whether 
express, implied, or statutory, fitness for a particular purpose, title and non-
infringement. For your convenience, CCG may make available as part of the services or in 
its security products, tools, and utilities for use, download, or both. CCG does not make 
any assurances with regard to the accuracy of the results or output that derives from such 
use of any such tools and utilities. 

 

Restricted Rights Legend 

Any Documents, Security Solutions, or other content or software which is downloaded 
from this Website, CCG’s other websites, or third-party websites from links in this 
Website or CCG’s other websites, for or on behalf of the United States of America, its 
agencies, instrumentalities, or both (individually or together, the "US Government"), is 
provided with Restricted Rights. Use, duplication, or disclosure by the US Government 
is subject to restrictions as set forth in subparagraph (c)(1)(ii) of the Rights in Technical 
Data and Computer Software clause at DFARS 252.227-7013 or subparagraphs (c)(1) 
and (2) of the Commercial Computer Software - Restricted Rights at 48 CFR 52.227-19, 
as applicable. Manufacturer is Canfield Consulting Group, LLC, d/b/a Canfield 
CyberDefense Group, 4110 Aspen Hill Road, Suite 300, Rockville, Maryland 20853. 

 

Trademarks 

CCG and the CCG logo are trademarks of CCG Corporation. All trademarks, service marks, 
trade names, and logos displayed on this Site are proprietary to CCG or their respective 
owners, and all rights therein are expressly reserved. A list of other CCG marks is available 
here. All other marks on this Site are the property of their respective owners. 

 

User Feedback 

Unless otherwise stated, any communication provided by you to CCG in connection with 
this Site will be received only on a non-confidential basis. There shall be no obligation on 
the part of CCG with respect to the use or disclosure of any information in such 
communication. CCG shall have the unrestricted, perpetual, irrevocable, worldwide, 
royalty-free right to copy, use, modify, adapt, publish, translate, create derivative works 
from, distribute, perform, and display any information you communicate to it, including but 
not limited to any ideas, concepts, know-how, techniques, software, documentation, 



 

6 
Version 1.4 

 

diagrams, schematics or blueprints, in any media now known or hereafter developed. 
Additionally, all such information may be used by CCG in any manner for any purpose 
including, but not limited to, developing and manufacturing products and providing 
services, without any obligation to you. 

 

User Forums 

CCG may provide chat rooms, bulletin boards, blogs or other user forums (“Forums”) that 
allow third parties to post content and comments. CCG has the right, but not the 
obligation, to review or monitor third-party postings (“Submissions”) and to remove 
Submissions that contain material CCG deems offensive, abusive, defamatory, obscene or 
otherwise unacceptable. However, CCG shall not be liable for any claims, damages, or 
losses arising from those Submissions or from any third-party content, whether arising 
under the laws of copyright, libel, privacy, obscenity or otherwise, and you acknowledge 
that all Submissions are the sole responsibility of the person who made such Submissions. 

You agree not to transmit or post on these Forums any Submissions that (i) are defamatory, 
threatening, obscene or harassing, (ii) contain a virus, worm, Trojan horse or any other 
harmful component, (iii) incorporate copyrighted or other proprietary material of any third 
party without that party’s permission, (iv) otherwise violate any applicable laws, or (v) 
infringe, misappropriate, or otherwise violate the intellectual property, privacy, or other 
rights of any person or entity. 

By posting a Submission you warrant and represent that you own or otherwise control all of 
the rights to your Submission as described under this TOU including, without limitation, all 
the rights necessary for you to provide, post, upload, input or submit the Submissions. 

 

Unsolicited Idea Submission Policy 

CCG and its employees not accept or consider unsolicited ideas, including ideas for new 
advertising campaigns, new promotions, new products or technologies, processes, 
materials, marketing plans or new product names. Do not send any original creative 
artwork, samples, demos, or other works. The sole purpose of this policy is to avoid 
potential misunderstandings or disputes when CCG’s products or marketing strategies 
might seem similar to ideas submitted to CCG. If, despite our request that you not send us 
your ideas and materials, you still send them, CCG will not treat such ideas and materials 
confidential or proprietary. 



 

7 
Version 1.4 

 

 

Governing Law 

These Terms shall be governed in all respects by the laws of the State of Maryland, without 
regard to its conflict of laws provisions. Any dispute arising out of or relating to these Terms 
or your use of this Site shall be subject to the exclusive jurisdiction of the state and federal 
courts located in the State of Maryland, and you hereby irrevocably submit to the exclusive 
jurisdiction of such courts. 

 

Privacy 

For information on how CCG handles your personal information, see our Privacy Notice, 
available at: https://www.canfieldcyberdefense.com/privacy-notice. 

 

Indemnification 

You agree to indemnify, defend and hold harmless, CCG, its subsidiaries, affiliates, joint 
ventures, business partners, licensors, employees, agents and third-party information 
providers from and against all losses, expenses, damages and costs, including attorneys 
fees, resulting from any violation or breach of these Terms (including negligent, wrongful, or 
unlawful conduct) by you, your use and access to this Site, or any content, information, or 
submissions you provide or transmit through the Site, including but not limited to claims by 
third parties arising out of your actions, omissions, or user submissions. For information on 
how we handle your personal information, please refer to our Privacy Notice available on 
our website. 

 

Force Majeure 

CCG shall not be liable for any failure or delay in performance under these Terms due to 
circumstances beyond its reasonable control, including but not limited to acts of God, 
natural disasters, war, terrorism, labor disputes, government actions, or interruptions in 
internet or communications services. 

 

https://www.canfieldcyberdefense.com/privacy-notice
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No Waiver 

The failure by CCG to insist upon or enforce strict performance of any provision of these 
Terms shall not be construed as a waiver of any provision or right. 

 

Notices and Procedures for Making Claims of Copyright Infringement. 

CCG will process and investigate notifications of alleged infringement and will take 
appropriate action under the Digital Millennium Copyright Act, Title 17, United States 
Code, Section 512 (“DMCA”) and other applicable intellectual property laws. Notifications 
of claimed copyright infringement should meet the requirements set forth in Section 
512(c)(3)(A) of the DMCA and should be sent to the CCG Designated Agent(s): To be 
effective, your notification must be in writing and include the following information: (1) A 
physical or electronic signature of a person authorized to act on behalf of the owner of an 
exclusive right that is allegedly infringed; (2) Identification of the copyrighted work claimed 
to have been infringed, or, if multiple copyrighted works at a single online site are covered 
by a single notification, a representative list of such works at that site; (3) Identification of 
the material that is claimed to be infringing or to be the subject of infringing activity and 
that is to be removed or access to which is to be disabled, and information reasonably 
sufficient to permit us to locate the material; (4) Information reasonably sufficient to permit 
us to contact you, such as an address, telephone number, and, if available, an email 
address; (5) A statement that you have a good faith belief that use of the material in the 
manner complained of is not authorized by the copyright owner, its agent, or the law; (6) A 
statement that the information in the notification is accurate, and under penalty of perjury, 
that you are authorized to act on behalf of the owner of an exclusive right that is allegedly 
infringed. You may submit your notification by mail or email to the Designated Agent listed 
below. 

Copyright Designated Agent 
Office of the General Counsel 
Canfield Consulting Group, LLC 
4110 Aspen Hill Rd, Ste 300 
Rockville, MD 20832 
Email: legal@canfieldcyberdefense.com 

 

mailto:legal@canfieldcyberdefense.com
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Delays in Exercising Rights 

No failure or delay by CCG in exercising any right or provision of these terms will constitute 
a waiver of that right or provision. Any waiver of any provision of these terms will be 
effective only if in writing and signed by CCG. 

 

Severability 

If any provision of these Terms is found to be invalid, illegal, or unenforceable by a court of 
competent jurisdiction, such provision shall be enforced to the maximum extent 
permissible and the remaining provisions of these Terms shall remain in full force and 
effect. 


